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Executive Summary

Shomar is a security and compliance operating platform for regulated organisations that need to connect technical
security work with compliance evidence, remediation ownership, and leadership reporting. It is designed for
financial institutions, fintechs, payment companies, bank development teams, government technology teams, and
African organisations that must prove readiness across local and international obligations.

The central thesis is simple: security activity has limited business value when it remains trapped in scanner
outputs, tickets, consultant PDFs, and spreadsheets. Shomar turns security signals into owned remediation work,
evidence records, control coverage, auditor views, and board-ready summaries.

SECURITY COST PRESSURE BREACH LIFECYCLE SKILLS PRESSURE
IBM reports the 2025 global average cost IBM reports average time to identify and ISC2 reports respondents with at least one
of a data breach. contain an active breach. cybersecurity skills need.

Shomar's differentiation is African compliance automation plus security evidence management. It helps teams
prepare for NDPA/NDPR, CBN cybersecurity expectations, PCI DSS, ISO/IEC 27001, SOC 2, NITDA and
sector-specific requirements, while also supporting source-code handling, CI/CD evidence, VAPT workflows, and
customer-controlled worker models for sensitive environments.
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The Market Problem

Regulated organisations face a growing proof burden. They must detect vulnerabilities, show remediation
progress, demonstrate control coverage, respond to regulator or partner questionnaires, prove privacy and
data-protection posture, and brief executives without overloading them with raw technical detail.

- Security tooling often detects issues but does not create reusable compliance evidence.
- Compliance workflows often depend on manual screenshots, spreadsheets, and repeated evidence chasing.
- Global GRC platforms may not model African sector obligations deeply enough for local buyers.

- Developer teams need fast feedback through IDE and CI/CD workflows, while compliance teams need
audit-grade records.

- Sensitive customers need options where source code and evidence remain inside customer-controlled
environments.

The result is an operating gap between what security teams do and what compliance, procurement, boards,
auditors, regulators, and bank partners need to see. Shomar is built to close that gap.
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Shomar's Operating Model

The Shomar operating loop

Security activity becomes owned work, reusable evidence, and exportable assurance.

Scan

code, cloud, CI/CD,
VAPT

Enrich

risk, threat intel, context

Assign

owner, SLA, remediation

controls, gaps, evidence

Map Report

board, auditor, regulator

The Shomar operating model starts with authorized sources: imported repositories, customer-approved VAPT

targets, CI/CD runs, IDE scans, SARIF files, cloud and IAM signals, ticketing records, evidence repositories, and
regulatory change inputs. Shomar normalizes these signals, enriches them with risk and compliance context, and
makes the work visible to the right owners.

Instead of treating security and compliance as separate programs, Shomar uses one evidence graph and workflow
layer to show how findings affect controls, how controls affect obligations, and which evidence or decision is still

missing.
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Platform Pillars

Pillar

Security operations

Compliance operating
system

Developer workflow

Evidence graph and
reports

Trust boundaries
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What it does

Code security, dependency analysis, secret detection,
laC/container analysis, VAPT, threat intelligence, analysis,
audit, remediation and retest workflow.

Framework bundles, obligations, gaps, evidence templates,
reviewer queues, approval SLAs, exceptions, privacy,
third-party risk, and auditor portal.

IDE scan, CI/CD gates, SARIF import/export,
repository-bound scans, scoped API keys, pull-request and
release evidence.

Trace findings into controls, evidence, owners, decisions,
stale evidence, conflicts, signed packs, board summaries,
PDF/CSV exports.

Source-code policy, customer-controlled workers,
customer-owned storage, external-link evidence, dedicated
and sovereign deployment patterns.
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Why it matters

Turns risk detection into owned
remediation, validation, and repeatable
reporting.

Gives regulated teams a daily workspace
for proof, not just a static checklist.

Moves security left without losing
auditability or source-code policy controls.

Makes technical security posture
explainable to boards, auditors, regulators,
and partners.

Supports buyers with stricter

confidentiality, residency, and private
repository requirements.
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Compliance Capability

Shomar's compliance layer is compliance-first and GRC-ready. It helps an organisation define applicable
frameworks, collect expected evidence, assign gaps, review proof, approve exceptions, monitor stale evidence,
and generate auditor, regulator, board, DPO, and engineering reports.

Area Capability

Framework depth ISO/IEC 27001, SOC 2, PCI DSS, NDPA/NDPR, POPIA, CBN, SEC Nigeria, NITDA, CIS, bank
and vendor questionnaires, and custom framework requests.

Evidence automation Connector coverage, auto-refresh cadence, stale evidence detection, connector health,
needs-review counts, source URL, checksums, and evidence manifests.

Workflow depth Reviewer assignment, due dates, approval SLAs, comments, escalation, decision audit trail,
exception expiry, and accepted-risk state.

Regulatory intelligence Regulatory source, title, summary, source URL, effective date, impact level, affected frameworks,
review status, and work-item creation.

Exports Board summaries, auditor packs, regulator packs, DPO packs, engineering packs, PDF/CSV
outputs, signed evidence metadata, and evidence manifests.

For organisations with assigned framework bundles, Shomar can also support requests to add a framework that is
outside the current package, or remove a framework that is no longer required. Those requests can route to
platform review, preserving commercial control while giving customers practical flexibility.
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Security Operations and Developer Evidence

Shomar is designed to connect application security and compliance without forcing developers to work inside a
compliance tool all day. Developers can get local feedback through IDE scan, delivery teams can enforce
server-side CI/CD gates, and security teams can turn findings into remediation tasks, retest evidence, and
compliance mappings.

Workflow Typical user Output

IDE scan Developer Editor diagnostics, SARIF, fix guidance, finding metadata, and
project-bound scan history.

CI/CD gate DevSecOps or release owner Pipeline result, server-side gate decision, blockers, SARIF/JUnit
output, PR comment, and release evidence.

SARIF import Customer security team External CodeQL/GHAS or scanner output normalized into Shomar
findings and evidence.

VAPT workflow Security lead or authorized Assessment results, findings, severity, evidence, retest state, and
VAPT team compliance impact.

Threat intel, analysis, Security operations Prioritization context, exploitability signals, audit-ready scan

audit operation history, and evidence traceability.
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The key enterprise design point is that gates are enforced server-side. A pipeline request should not be able to
loosen the repository's saved threshold. This helps buyers trust that release evidence reflects policy, not a
convenient Cl parameter.
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Source-Code Policy and Customer-Controlled
Workers

Different customers have different source-code rules. Some organisations permit approved repositories to be
scanned by a Shomar-managed worker. Others require code execution to stay inside their own CI runner, private
network, cloud account, or regulated environment. Shomar records that decision through source-code policy and
supports customer-controlled worker patterns.

Model Simple meaning Best fit

Shomar-managed worker Approved scans run through Shomar-managed Standard SaaS scanning and
infrastructure. lower-sensitivity repositories.

Cl-triggered or external SARIF Customer CI runs a scanner or triggers a Teams with mature CI/CD or BYO
Shomar gate and sends results/evidence. CodeQL/GHAS workflows.

Customer-controlled worker A worker inside the customer environment Banks, regulated fintechs, government, strict
claims scan jobs, runs locally, and submits source-code handling, and private network
approved results. needs.

Sovereign or on-prem pattern Dedicated deployment or controlled Large regulated institutions and
environment for stronger residency or isolation government-grade requirements.

requirements.

In customer-controlled worker mode, repository checkout, build workspace, internal dependency cache, Cl secrets,
and raw scanner working directory remain with the customer. Shomar receives approved findings, summaries,
artifact metadata, checksums, evidence links, worker heartbeat metadata, and audit events.
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Evidence, Data Residency, and Shared
Responsibility
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Reference operating architecture
A pragmatic flow from authorized inputs to trusted outputs.

Inputs IDE, CI/CD, source control, VAPT targets, cloud, evidence systems
1
Shomar APl and Auth RBAC, API keys, org isolation, audit trail, entitlements
1
Scan and Evidence Workers SAST, SCA, secrets, laC, container, VAPT, SARIF import
1
Compliance OS frameworks, obligations, gaps, reviewers, evidence graph
1
Outputs board packs, auditor portal, regulator exports, engineering reports

Evidence may contain sensitive business, security, audit, contractual, or personal-data information. Shomar
supports multiple evidence storage patterns so customers can align the workflow with policy, confidentiality, and
residency expectations.

Storage mode When to use Ownership pattern

Shomar-managed evidence Standard uploads with no special residency or Shomar stores the evidence object and
confidentiality constraint. metadata.

Customer-owned storage Regulated customers with internal storage, residency, Customer owns the bucket/account;
or key-control requirements. Shomar stores metadata and access

status.

External-link evidence Evidence remains in SharePoint, Google Drive, S3, Customer owns the repository; Shomar
DMS, GRC vault, SIEM, ticketing, or another tracks link, owner, freshness, and review
approved system. state.

Shomar provides platform workflows, mappings, reporting, audit logs, and evidence metadata. Customers remain
responsible for confirming applicable laws, approving scan scope, providing accurate evidence, remediating
findings, and deciding whether risk is accepted.

09

Target Use Cases

L]
Segment High-value workflow
Fintech and payment companies PCI/NDPA readiness, CI/CD release evidence, API and cloud posture, bank partner due
diligence, third-party risk, and customer evidence packs.
Microfinance banks and finance CBN and NDPA control visibility, branch or agent evidence, access reviews, board reporting,
houses vendor diligence, and exception tracking.
Bank development teams Secure SDLC evidence, source-code handling policy, scoped CI keys, customer-controlled

worker story, SARIF import, and segregation of duties.
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Segment

Security and DevSecOps teams

Compliance and DPO teams
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Implementation Journey

High-value workflow

Repository-bound scans, finding triage, VAPT authorization, owner/SLA, retest evidence,

evidence graph, and engineering exports.

Applicability memo, privacy readiness, DPIA and breach evidence, regulatory change review,

evidence freshness, and auditor/regulator portals.

A practical Shomar rollout should start small enough to prove value quickly, then expand into the operating system

as teams build trust in the workflow.

Phase

1. Scope

2. Baseline

3. Operate

4. Report

5. Expand
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Goal

Confirm sector, country, license, data types,
repositories, evidence model, source-code policy,
and success criteria.

Run initial scans or import SARIF, create first
evidence records, map findings to controls, and
identify open gaps.

Assign owners, review evidence, set SLAs,
approve exceptions, run CI/CD gates, and refresh
connector evidence.

Prepare board, auditor, regulator, DPO, and
engineering packs from the same evidence base.

Add frameworks, connectors, customer worker,
third-party risk, privacy, and deeper reporting.

Typical outputs
Applicability memo, framework bundle, roles, storage

mode, pilot plan.

Findings, evidence graph, control coverage, priority
remediation list.

Owner queue, review decisions, stale evidence alerts,
release evidence.

PDF/CSV exports, signed pack metadata, evidence
manifest, audit trail.

Expanded compliance posture and reusable evidence
across more obligations.

What Makes Shomar Different

- African regulatory focus: Shomar is designed around African compliance realities, not only generic global

frameworks.

- Scan-to-proof traceability: security findings, VAPT outputs, CI/CD runs, and SARIF evidence can become
control evidence and gap context.

- Customer trust boundaries: source-code policy, private worker patterns, customer-owned storage, and
external-link evidence support regulated buyers.

- Operating workflow: owners, due dates, SLAs, reviewer decisions, stale evidence, exceptions, and audit trail
help teams move beyond static checklists.

- Executive outputs: board, auditor, regulator, DPO, and engineering packs translate technical posture into useful

decisions.
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The strategic opportunity is to own the security-to-compliance evidence layer for regulated African software teams:
the point where technical risk, regulatory obligation, evidence, and executive accountability meet.
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Imprint: Shomar Security Platform is a CyberCapSec LTD product for security operations, compliance evidence management, vulnerability
management, and regulatory readiness. Website: shomar.io. Application: app.shomar.io. General enquiries: enquiry@shomar.io.

Disclaimer: This white paper is provided for product, security, compliance, and due-diligence planning. It is not legal, regulatory, audit attestation,
or penetration-test certification advice.
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